
MODULE 4 | CHATTING WITH YOUR EYES WIDE OPEN | STUDENTS

1

CHATTING WITH YOUR
EYES WIDE OPEN

MODULE 4
ST

U
D

EN
TS

+1
2

A
G

E

EducaInternet



MODULE 4 | CHATTING WITH YOUR EYES WIDE OPEN | STUDENTS

2

STUDYING A CASE OF SEXTORSION

 ¿Es común que los jóvenes tengan problemas chateando 

online?

Read the text and decide how it makes you feel:

  A. Sad
  B. Angry
  C. Something else

Vamos a leer un texto sobre sextorsión.

Eva y Antonio se han hecho novios en 
el instituto. Tras un tiempo de relación, 
él le pide a ella que se desnude ante la 
cámara de su dispositivo para verla. 

Eva accede, pero cuando rompen él 
le dice que tiene fotos y vídeos de ella 
desnuda y que si no le da la cantidad que 
le pide lo subirá a la red para que lo vean 
sus amigos y su familia.

“
“
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Reflecting on the case

Read the text and answer the following questions: 

 

A. What were Eva’s main mistakes?

B. What measures can you take to avoid a case like this?

C. Do you think these situations happen in real life?

• Now compare your answer with your partner(s).
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STUDYING A CASE OF DATING ABUSE

Read the article about a case of dating abuse and answer 

the following questions. 

 

1. Do you think M.C.’s parents did the right thing by repor-

ting the situation?  Why/Why not?

2. Do you think M.C. should have gone to her mother for 

help sooner?  Why/Why not?

3. What would you have done in the same situation?

• Now compare your answer with your partner(s).
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Reflecting on the case

Answer the following questions in groups: 

 

A. What were M.C.’s main mistakes?

B. How do you think you can avoid situations like this?

C. Do you think there are many cases like this?
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COLLABORATIVE ACTIVITY

In groups write a list of possible safety norms basing your 

ideas on what you have learned so far in the lesson.
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SELF-EVALUATION TABLE
Put a      in the box which corresponds to your online behaviour: 
1. I do it sometimes.  I must always do it!
2.  I almost always do it, but I must always do it!
3.  I always do it!  I’m safe online!

I follow this advice to avoid sextorsion:   1 2 3

I know that my online conversations can be recorded.

Never take intimate photos or make compromising videos or let people take or make them of you.

Don't let yourself be fooled by strangers; appearances aren't always what they seem.

Never share personal information online.

Don't agree to the blackmailer's demands; it will only make them ask for more.

Save the evidence!   If the blackmailer threatens you, save the messages with the day and time they were sent.

Cover your camera when you're not using it.

Always use an anti-virus on your devices.

Inform blackmailers that they are committing a crime and that you will report them.

Use the options to report blackmailers on the social networking sites and on your apps if you are being blackmailed.

If someone blackmails you, block them or delete them from your contact list.

If you experience sextorsion, talk about it to a responsible adult and report it.
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A PARTNER WHO DOESN’T COMMIT DATING ABUSE IS A PARTNER WHO:

1.  Treats me equally and respectfully.

2.  Supports me in my decisions if they are right and helps me to reflect on them if they aren’t.

3.  Listens to my opinions.

4.  Accepts that I have my own life.

5.  Makes me feel good about myself.

6.  Trusts me.

7.  Doesn’t control my conversations with others or who I go out with.

8.  Doesn’t try to control me by calling me or sending me messages constantly.

9.  Isn’t possessive or jealous.

10. Doesn’t insult me or put me down.

11. Doesn’t threaten me or attack me physicially, sexually or psychologically.

12. Doesn’t control my appearance.
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Ministry of Education.

    900 018 018

Fundación Anar.

    900 202 010

If you think that you are being bullied, you can call the following numbers 
(free and confidential): 


